22

1.0

31



I N M < IO O~ NMMO NN OMOMST LW O© N~ 0 N W
i i i i s T dddddddddNdA

— N ®m < — N ™ < W — o ® <




Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
1

(-3



Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
2



]

]

2

2

2

4

3

3

D

2) 1)
3)

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.

3




Web

NTP DNS

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
4



Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
5



1.1.

@
(b)
©
@

1.1.1.

1.1.2.

1.1.3.

1.2.

1.2.1.

@
(b)
©1

@
(0)

@

(0)
©
@
©)
Q)

1

24

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
6



2.1.

2.1.1.

3.1.

3.2.

3.3.

4.1.

4.1.1.

4.1.2.

4.2.

4.2.1.

@

PDA

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
7



4.2.2.

4.3.

4.3.1.

4.4.

4.4.1.

4.5.

4.6.

4.7.

(b)
©
@

@
(b)

@
(b)
©

@
©)

@)
(b)

©
@

Web

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
8



5.1.
@
(b)
©
5.2.

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
9



Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
10



Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
11



1.1.

1.1.1.

1.2.

2.1.

2.1.1.

2.1.2.

2.1.3.

2.2.

2.3.

USB

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
12



3.1.

3.2.

3.2.1.

3.3.

3.3.1.

4.1.

4.1.1.

4.2.

4.2.1.

@
(b)

@
(b)

@
(b)
©
@

90

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
13



4.2.2.

4.2.3.
5.
5.1.
@
(b)
5.2.

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
14



Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
15



1.1.

1.1.1.

1.1.2.

1.1.3.

1.1.4.

1.2.

1.3.

@)
(0)

@
(0)
©
@
©)
Q)
@
Q)

USB

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
16



2.1.

2.1.1.

2.1.2.

2.1.3.

2.1.4.

2.2.

2.2.1.

2.3.

2.3.1.

@

(0)
©

@)
(0)

©

@)
(0)

@
(b)

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
17



2.3.2.

3.1.

3.1.1.

3.2.

3.2.1.

3.2.2.

3.2.3.

3.3.

3.3.1.

@
(b)
©
@

@
(b)

@
(0)
©

(@

Web

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
18



©)

3.4.
3.4.1.
3.5.
3.5.1.
1
3.6.
3.6.1.
SNMP
3.6.2.
@1 1
(b)
©
@ Web
3.7.
3.7.1.

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
19



3.7.2.

@

Role-based Access Control RBAC
b 7
© 7/
(d)
(e)
®
ID

@

Web

3.7.3. Web Web Open
Web Application Security Project Guide

3.7.4. Web
(€)] Web /
1
(b) Web Web
3.7.5.
3.7.6.
@

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
20



3.7.7.

3.7.8.

3.7.9.

3.7.10.

3.8.

3.8.1.

3.8.2.

3.9.

3.9.1.

3.10.

3.10.1.

)
©
(D
©
®
@

@)
(0)
©
©)
©)
Q)

IDS/1PS

Web
SSH VPN SSL/TLS

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
21



3.10.2.

3.10.3.

3.11.

3.11.1.

3.11.2.

3.11.3.

4.1.

4.1.1.

4.1.2.

IPsec

@)
(0)
©
©)
)

@
(b)
©
@

IEEE 802.11i

Web LAN

90

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
22

SSL/TLS



4.2.

4.2.1.

4.2.2.

4.3.

4.3.1.

4.3.2.

4.4.

4.4.1.

4.5.

©)
Q)

@
Q)
(1)
a
Q)

@)
(0)
©
©)

@)
(0)
©

Dial-

90
7
4
6 ID
30 ID
ID
RADIUS Remote Authentication and
In Service TACACS Terminal Access Controller Access Control System

VPN SSL/TLS IPsec

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
23



4.5.1.

4.5.2.

4.5.3.

4.6.

@) /

(0)

© DMZ demilitarized zone

@
©)

™ 6

@
(0)
©

(a) Dz

() DMZ IP
©)

() DMZ
® DMZ

Q)

(g) DMz
(h) RFC 1918 1P

PAT
NAT

ID

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
24



4.6.1.
ID

4.6.2. ID 1

4.7.

4.7.1.

4.7.2.

SNMP

4.7.3.

4.7.4.

5.1.
@
(b)
©

5.2.

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
25



Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
26



Web

2 3 3

108-0072 1-27-6
TEL 03-5423-5911 FAX 03-5423-5916
URL http://ww.cec.or.jp/CEC/

Copyright© 2010 Center for Educational Computing(CEC) All rights Reserved.
27


http://www.cec.or.jp/CEC/

